. 5.7 



WHAT IS CLAIMED IS: 
1 . A programming interface on a mobile, device for 

transferring information to and from a radio Receiver 
on the mobile device, ■ the programming /interface 
including: 

a message processing component configured to 
receive messages to be delivered to the 
radio receiver; and 
a driver component couple^/ to the message 

processing component; 
wherein the message processing component is 
configured to execute a control call to 
the drive^Tspmpo^fent specifying a control 
operation to y&e performed based on a 
received, an input buffer 
olf lax inpujx buffer containing 
e / transferred to the radio 
number of byt^c of 
contained in the input 
an output buffer location of an 
buffer containing information 
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buff 
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rgfceived from the radio receiver, _ a 
fiaximum number of bytes of information 
contained in the output buffer, and an 
..actual number of bytes received from the 
radio receiver; and 
therein the driver component is configured to 
receive the control call from the message 
processing component and execute the 
specified control operation. 



2 



The programming interface of claim 1 wher.ein 



the control operation is a programming operation /to 
program values in the radio receiver and wherein/the 
control call passes a programming data structure to 
the driver, the programming . data structure including: 

a structure size portion indicative at a size 

of the programming data structure; 
a mask portion indicative of which/portions in 

the programming data structure are valid; 
an operation code portion /Indicative of 
whether the programming /operation is to 
program values or deprogram values; 
a type code port ion_ indicative of a type of 

values to be OTogrammed or deprogrammed; 
a program data /portUon indicative of the 
values to be programmed or deprogrammed; 

and ^ Ss ^— 

a program data length portion indicative of a 
length of th^ program data. 

3 . The programming interface of claim 2 wherein 
the type code portion is indicative of an encryption 
key to be programmer or deprogrammed and wherein the 
program data portion comprises a key data structure. 

4 . The programming interface of claim 3 wherein 
the key data s/ructure includes: 

a stricture size portion indicative of a size 

/ of the key data structure; 
a /iask portion indicative of which portions of 
/ the key data structure are valid; 
/a key portion indicative of the encryption 
/ key ; 

C a key number portion indicative of a number 
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corresponding to the encryption "key ; 
an algorithm portion indicative of/ an 

encryptior algorithm to be u^fed in 

conjunction with„the encryption. k 
a key length portion indicative of a/length of 

the encryption key; 
a key tag portion indicative of A location in 

which the encryption key isf stored; and 
a key tag length portion indicative of a 

length of the key tag portion. 



The programming interface of claim 2 wherein 



the mobile device receives mi 
and wherein the type cy6de 
address to be programmed 
the program data poiftiony 
structure . 



sages over an address 
ion is indicative of an 
deprogrammed and wherein 
mprises an address data 



6 . The programming interface of claim 5 wherein 

the address data structure includes : 

a structur^ size portion indicative of a size 

of tfie address data structure; 
a mask jeortion indicative of which portions of 

ie address data structure are valid; 
an agrdress portion indicative of the address; 
an /address number portion indicative of a 
number corresponding to the address; 
status portion indicative of a status of the 
address ; 

an address tag portion indicative of a tag 

associated with the address portion; 
an expiration date portion indicative of an 
expiration date associated with the 
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address, wherein subsequent mes5 
received over the address after / the 
expiration date are' discarded; and 
an address tag length, portion indicat^e . of a 
length of the address tag porti<y 

7. The programming interface of cl^im 6 wherein 
the address data structure further includes 

a key tag portion indicative j6f a location at 
which an encryption ka^ used to decrypt 
messages received o^er the address is 
stored; and 

a key tag lengtj^ np^tion indicative of a 
length of thjfe ke\W tag portion. 

8. The programming U$*t§£face of claim 6 wherein 
the address data structu^^Eurther comprises: 

an address n^ftne r>o>-tion indicative of a 

descript/ve name of the address ; 
a description portion indicative of a textual 
description of messages received over the 
/ess ; 

an add:o6ss name length portion indicative of a 

fength of the address name portion; and 
a description length portion indicative of a 
length of the description portion. 



9. /The programming interface of claim 2 wherein 

the nubile device receives messages over an address 
and /a group code corresponding to the address and 
in the type code portion is indicative of a group 
c^de to be programmed or deprogrammed and wherein the 
rogram data portion comprises a group code data 



structure . 

10. The programming interface cf claim 9 where; 

the group code data structure .includes j 

a structure size portion indicative of y size 

of the group code data structure; 
a mask portion indicative of which pg^tions of 

the group code data structure afre valid; 
an group code portion indicatives/of the group 
code ; 

an group code number portion/ indicative of a 
number corresponding tor the group code; 

a status portion indicatiye of a status of the 
group code; 



an expiration d< 
expiratio: 
code, 

received vd^ 
expiratio: 



rtion indicative of an 
date©/ associated with the group 
subsequent messages 
roup code after the 
ate are discarded; 



a group code /tag portion indicative of a tag 

associated with the group code; 
an addresjB tag portion indicative of a tag 

associated with the address; 
an adchress tag length portion indicative of a 

.ength of the address tag portion; and 
a c^oup tag length indicative of a length of 
the group tag portion. 



11. / The programming interface of claim 10 wherein 
the qitoup code data structure further includes: 

a key tag portion indicative of a location at 
which an encryption key used to decrypt 
messages received over the group code is 



stored; and 

a key tag length portion indicative of bj 
length of the key tag portion. / 

12. The programming interface of claim 11 wherein 
the group code data structure further comprises : / 

a group code name portion indicative of a 

descriptive name of the group code; 
a description portion indicative of: a textual 

description of messages received over the 

group code; / 
an group code name length portion indicative 

of a length of the / group code name 

portion; and ^ / 
a description lengtfn ftortion indicative of a 

length of the/ description portion. 

13. The programming U^erface of clai™ wherein 
the mobile device receives messages over an address 
from a carrier and wherein the type code portion is 
indicative of a carrier designation to be. programmed 
or deprogrammed and /wherein the program data portion 
comprises a carrie^ data structure. 

14 . The programming interface of claim 13 wherein 
the carrier darca structure includes: 

a structure size portion indicative of a size 

/ of the carrier data structure ; 
af mask portion indicative of which portions of 
/ the carrier data structure are valid; 

/ a frequency portion indicative of a radio 
/ frequency at which the messages are 

/ received from the carrier; 



a name portion indicative of a name of the 
carrier; ^ / 

a description portion indicative off a 
description . of _ message . types received 
from the carrier; / 

a user identification portion indicative of an 
identification number associated with a 
user of the mobile device; / 

an user identification length portion 
indicative of a length of the user 
identification portion/ 

a name length indicativ<y of a length of the 
name portion; and / 

a description length /portion indicative of a 
length of tfc^^&escription portion. 

15. The programming ylnyeVface of claim 2 wherein 
the radio receiver ha5^J^::LstingVaiues stored therein, 
wherein programming/ data portion comprises a 
programming data Structure having a plurality of 
fields, each fiel/a corresponding to a value on the 
radio receiver and each field containing new values to 
be programmed /into the radio receiver, and wherein 
existing values on the radio receiver are left 
unchanged men the field in the programming data 
structure /does not have a field corresponding to the 
existing/value . 

16. / The programming interface of claim 1 wherein 
the/ wherein the driver component includes: 

/ a function library of functions performed by 

/ the driver in executing the specified 

control operation . 



17. The programming interface of claim 16 wherein 
the function library includes: / 

an encryption key., derivation component/ for 
deriving an encryption key based on 
information provided to the/ driver 
component in the control calV, wherein 
the driver component utilizes the 
encryption key derivation /component to 
derive the encryption key, stores the 
encryption key at a key' location in the 
driver component and returns a key handle 
indicative of the yKey location to the 
message processing/component . 

18. The programming /intjprp^ce of claim 16 wherein 
the function library incJUi^s: 

a decryption and validation component for 
decrypting and validating information 
providedr to the driver component in the 
control call, the driver component 
utilizing the decryption and validation 
component to decrypt and validate the 
information and returning a value to the 
/ message processing component indicative 
/ of whether the information is valid. 

19. / The programming interface of claim 1 wherein 
the ydriver component is configured to return a value 
to/ the message processing component indicative of 
whether the control operation specified by the control 
call has been performed. 



20. A computer readable medium on a mobile devic 

the computer readable medium having a first d&ta 
structure stored thereon, the * first data structure 
comprising: . . . 

an address information portion indicative of 
an address over which the mobi/le device 
receives messages; 
an address tag portion indicative of a tag 

associated with the address port ion; 
an expiration date portion vindicative of an 
expiration date associated with the 
address, wherein /Subsequent messages 
received over th£ address after the 
expiration date 
a key index pc 



on the 
an encrj 
messages 
a status port 
address 



e discarded; 
indicative of a location 
fompi$^er readable medium storing 
.associated with the 
eived over tb° address; and 
indicative of a status of the 



21. The computer readable medium of claim 20 

wherein the stratus portion is indicative of whether 
the address is enabled. 



22. T#e computer readable medium of claim 20 

wherein /the status portion is indicative of whether 
messages received over the address have a 
irmined priority indicative of a time within 
whi/h the messages are processed. 



23. The computer readable medium of claim 20 

wherein the status portion is indicative of whether a 



message received over the address are enabled only 
under predetermined power conditions. ^ / 



24. The computer readable medium of clainv/ 20 
wherein the first data structure includes: / 

an address name portion indicative/ of a 
descriptive name of the address ./ 

25. The computer readable medium pi claim 20 
wherein the first data structure includes: 

a description portion /indicative of 
descriptive text describing the messages 
received over the address . 

26. The computer rea/steble /medium of claim 20 and 
further comprising a s^ondjraata structure stored on 
the mobile device, / thor / Second data structure 
including: \/ I ^ - 

an encryption /z&y portion indicative of an 
encryption key used to decrypt a received 
message^ 

an encryption algorithm portion indicative of 
an yencryption algorithm used to encrypt 
the message; and 
a key tag portion indicative of a key 
/ tagassociated with the encryption key. 

27. The computer readable medium of claim 26 and 
further/ comprising a third data structure stored on 
the ma/tile device, the third data structure including: 

/ a service group code portion indicative of a 
/ service group code over which the mobile 

/ device receives messages; 



a status portion indicative of a status of the 
service group code; / 

a key index portion indicative of a location 
on the computes, readable medium /which 
stores an encryption key associated with 
the messages received over th/ service 
group code; / 

an expiration date portion indicative of an 
expiration date associated with the 
service group code, wherein subsequent 
messages received over /he service group 
code after the expiration date are 
discarded; and / 

a service group tag /indicative of a tag 
associated wit& tWe service group code . 

28. The computer readabl^ medium of claim 27 
wherein the mobile devide /nclbd^s a radio receiver 
and wherein the firsft:, second and third data 
structures are stored dn the radio receiver. 

29. A computer /eadable medium on a mobile device, 
the computer readable medium having a data structure 
stored thereon, yne data structure comprising: 

an enc/vption key portion indicative of an 
Encryption key used to decrypt a received 
/ message ; 

an /encryption algorithm portion indicative of 
/ an encryption algorithm used to encrypt 
/ the message; and 
/ a key tag portion indicative of a key tag 
/ associated with the encryption key. 



30. The computer readable medium of claim 2 9 

wherein the mobile device includes a radio receive] 
and wherein the data structure is stored on the rad/o 
receiver. .... . 



31. A computer readable medium on a mobile device, 

the computer readable medium having a data structure 
s.tored thereon, the data structure comprising i 

a service group code portion indicative of a 
service group code over whign the mobile 
device receives messages; 
a status portion indicative of/a status of the 

service group code; 
a key index portion indicative of a location 



on the compute] 
stores an enc] 
the messages ri 
group code; 
an expiration dat< 

expiration gfate 



idable medium which 
key associated with 
over the service 



frt: 



:ion indicative of an 
associated with the 
service gr/up code, wherein subsequent 
messages Received over the service group 
code afiter the expiration date are 
discarded; and 
a service/ group tag indicative of a tag 
associated with the service group code. 



32. The c/mputer readable medium of claim 31 

wherein the ci6ta structure comprises: 

a service group name portion indicative of a 
descriptive name for the service group 
code . 



33. The computer readable medium of claim 1^ 
wherein the data structure comprises: / 

a description portion indicativ^r of 
descriptive . ..text describing ./ nessages 
received over the service groj/p code . 

34. The computer readable medi*fm of claim 31 
wherein each service group code tKey have associated 
addresses and are stored ipjfa location arranged 
according to the address and tMerJ Recording to service 
group code . / \J 

35. The computer readable medium of claim 31 
wherein the mobile device includes a radio receiver 
and wherein the dat^^ structure is stored on the radio 
receiver. / 

36. The computer readable medium of claim 31 
wherein the Gramputer readable medium includes a key 
table and wnerein the key index is indicative of a 
location in the key table which holds the encryption 
key. / 

37. A transmission system for transmitting 
information from an originator to a mobile device, the 
transmission system comprising: 

an originaqpr component configured to receive 
the information to be transmitted and 
form a transmission message; and 

a receiver component configured to receive the 
transmission message; 

wherein the originator includes : 

a first \ encryption key component 



-70- 



configured to derive a first 
encryption key based on a base key 
known by the "receiver component, a 
first data string. and a data portion 
including message specific data 
derivep from the information to be 
transmitted; 
second | encryption key component 
configured to derive a second 
encryption key based on the base 
key, al second data string and the 
data pojrtion; 
an encryptor configured to hash the 
information to be transmitted with 
the first encryption key to obtain a 
signature and to encrypt the 
information and, the signature with 
the secqnd encryption key to obtain 
an encrypted message; and 
a joiner configured to join the encrypted 
message with the message specific 
data, in unencrypted form. 



38. The transmission 4y stem °f claim 37 wherein 

the originator comprises: 

a header generation component configured to 
receive the encrypted message and message 
specific data end add a header thereto to 
obtain the transmission message. 



39. The transmission system of claim 37 wherein 

the first encryption key component hashes the base 
key, the first data string! and the message specific 



V . . " 71 ~ . .... 

data to obtain a bias value and wherein the first 
encryption Jqpy component includes: 

a key generator configured to receive the bias 
lvalue and generate the .first encryption 
Ocey based on the bias value. 

40. The transmission system of claim 37 wherein 
the second erfcryption key component hashes the base 
key, the second data string and the message specific 
data to obtain a bias value and wherein the second 
encryption key component includes: 

a key generator configured to receive the bias 
vallue and generate the second encryption 
key\ based on the bias value. 

41. The transmission system of claim 37 wherein 
the originator includes : 

a checksurh component configured to calculate a 
checksum over the transmission message 
and append the checksum thereto. 

42. The transmission system of claim 41 wherein 
the receiver component comprises: 

a processor! component ; and 

a driver component coupled to the processor 
component ; 

wherein the processing component is configured 
to recekve the transmission message and 
pass tne transmission message to the 
driver Component , the driver component 
being co&figured to derive the first and 
second encryption keys from the based 
key, the \ first and second data strings 



# 
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and the message specific data and decrypt 
the transmission message. 

43. The transmission system of -claim 42 wherein 

the driver component further comprises: 

a validation component configured to calculate 
a checksum over the unencrypted 
transmission message, and compare the 
checksum calculated to the checksum 
calculated by the checksum component to 
determine whether the unencrypted message 
is validl 

44. The transmission system of claim 37 wherein 

the mobile device inbludes a radio receiver having 
values stored therlin, the values determining 
operation of the radko receiver, and wherein the 
transmission message comprises a programming message 
for programming the valAes in the radio receiver. 



system,/' for 
mobile device 
», the 



45 • A wireless 1 transmission 

transmitting programming data to a 
having a one-way rafiio receiver 
transmission system including: 

an originator component configured to receive 
the programming ydata and form a 
programming nfes^rge indicative of the 
programming da 
a transmitter/ v component, selectively 

coupleable/ to the originator, configured 
to transmit the programming message to 
the mobile device; 

mobi/e device processing component 
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configured to receive the programing 
message and provide it to the /radio 
receiver and to provide an acknowledge 
message in response . to successfully 
providing the programming message to the 
radio receiver; / 
a mobile device synchronization component 
coupled to the mobile device processing 
component ; / 
a desktop computing device selectively 
coupleable tc the rafobile device and 
including a desktop synchronization 
component operable vftth the mobile device 
synchronization ^component to synchronize 
the acknowledge Mnessage to the desktop 
computing de-\ ice; \nd 
a desktop communite£)/ion jcomponent selectively 
coupleable /to the originator and 
configured / to pass the acknowledge 
message to/ the originator. 

46. The wireless/ transmission system of claim 45 

wherein the transmitter component comprises: 

an originator communication component 
selectively coupleable to the desktop 
communication component and configured to 
transmit the programming message to the 
/desktop computing device for 

/ synchronization to the mobile device 
/ processing component . 

47. /he wireless transmission system of claim 45 

wherein/the transmitter component comprises: 
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a radio transmitter configured to broadcast 
the programming message to/the radio 
receiver. • / 

48. The wireless transmission^stem of claim 45 
wherein the transmitter component/comprises • 

a modem configured to^Tansmit the programming 
message to theyfedio receiver. 

49. The wireless t/an\(kLssion system of claim 45 
wherein the transmittein-^poTTent comprises: 

a portable nicotic storage medium, readable 

by tjpfe mobile device processing 
component, storing the programming 
mesjs^age . 

50. The y/ireless transmission system of claim 45 
wherein th^f desktop communication component comprises 
a global /omputer network browser. 



